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Filter:
Mao. Time Source

. 455647000 IntelCor_03:67:c4

50 8.462101000 Hewlett-_66:2c:eb

51 8.462132000 192.168.0. 20
52 B.468434000 IntelCor_03:67:c4
53 B.468999000 192.168.0.14

. 628389000 192.

5025000 192.

62 9.727169000 192.168.
63 10.45939700(192.168.
64 10.463975000IntelCor_03:67:c4
65 10.46482900(192.168.0.14
66 11.46127700(192.168.0. 20
67 11.46602700(IntelCor_03:67:cd
68 11.468259000192.168.0.14
69 12.462814000192.168.0. 20
70 12.46755800(IntelCor_03:67:cd
71 12.46904900(192.168. 0.

74 13.00981000(Broadcom_de:ad: 05
75 13.02106800(Broadcom_de:ad: 05

# Frame 49: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0O

IntelCor_03:67:c4
Hewlett-_66:2c:eb

B

8

8

9.457617000 192.168.0. 20
55 9.462397000 IntelCor Hewlett-_66:2c:eb

9.463918000 192.168.

9, 525751000 192.168.

9, 529436000 192.168.

9

168.

33443 [RST]
NOTIFY ®* HTTP/1.1
request

Hewlett-_66:2c:eb N(5)=0; DSAP 0Oxle Individual,

Hewlett-_66:2c:eb

Hewlett-_66:2c:eb

33-443 [R5T]
Cisco_5b:&d:10 I, N(R)=16, N(5)=0;

Cisco_5b:8d:10

who has 192.168.0.147 c . 0.
192.168.0.14 s at 64:31:50:66:2c:eb
id=0x7dfb, seq=1/256, ttl=64 (reply in 53)
SSAP NULL LSAP Command
1d=0x7dfb, seq=1/256, tt1=255 (request in 51)
id=0x7dfb, seq=2/312, tt1=64 (reply in 56)
N(5)=0; DSAP Oxlc Group, SSAP NULL LSAP Command
id=0x7dfb, seq=2/512, ttl1=255 (request in 54)

request

N(5)=0;
reply

request

reply

NOTIFY ®* HTTP/1.1
NOTIFY * HTTP/1.1
NOTIFY * HTTP/1.1

miss

reply

request

N(5)=0;
reply

reguest
Length indicator is zero

reply

smission] tio
seq=1 wWin=0 Len=0
DsAP 0x48 Individual,
I, N(R)=16, N(5)=0; DSAP 0x48 Group, SSAP SNA Response

= Ethernet II, src: IntelCor_03:67:c4 (60:67:20:03:67:c4), Dst: Broadcast (ff:ff:ff:ff:Ff:FF)

= Address Resolution Protocol (request)
Hardware type: Ethernet (1)
protocol type: IP (0x0800)

Hardware size: 6
protocol size: 4
Opcode: request (1)

sender MAC address: IntelCor_03:67:c4 (60:67:20:03:67:c4)
168.0.20 (192.168.0.20)
00:00_00:00:00 (00:00:00:00:00:00)
166.0.14 (192.168.0.14)

67 20 03 67 c4 08 06 00 01
67 20 03 67 c4 cO a8 00 14

Sender IP address: 192.
Target MAC address: 00:
Target IP address: 192.

0000 ff ff ff ff ff f 60
0010 08 00 06 04 00 01 60
0020 00 00 00 00 00 00 €O

FIG 1: Ping—Pong

DsAP Oxlc Individual,

seq=1 Win=

m

1d=0x7dfb, seq=3/768, tt1=64 (reply in 65)
SSAP NULL LSAP Command
id=0x7dfb, seq=3/768, ttl1=255 (request in 63)
id=0x7dfb, seq=4,/1024, ttl=64 (reply in 68)
SSAP NULL LSAP Command
1d=0x7dfb, seq=4,/1024, tt1=255 (request in 66)
1d=0x7dfb, seq=5/1280, tt1=64 (reply in 71)

DsAP Oxle Group,

seq=5/1280, ttl1=255 (request in ©69)

55AF SNA Response

m
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Filter: Expression.. Clear Apply Save
Enter a display filter, or choose one of your recently

hlo: i, Soutce Desting ced filters. The background coler of this field is
49 §.455647000 IntelCor_03:67:c4 Eroalchanged by a continuous syntax check (green isvalid,|has 192.168.0.147 Tell 192.168.0.20
50 8.462101000 Hewlett-_66:2c:eh Inte|red is invalid, yellow may have unexpected results).  [168.0.14 is at 64:31:50:66:2c:eb
8.462132000 192.168.0.20 192.168.0.14 request 1d=0x7dfb, seq=1,/256, ttl1=64 (reply in 53)
52 8.468434000 IntelCor_03:67:c4 Hewlett-_66:2c:eb LLC 122 1, N(R)=16, N(5)=0; DSAP Oxlc Individual, SSAP NULL LSAP Command
53 8.468999000 192.168.0.14 192.168.0.20 TCMP 98 Echo (ping) reply id=0x7dfb, seg=1/256, ttl=255 (request in 51)
54 9.457617000 192.168.0.20 192.168.0.14 ICMP 98 echo (ping) request id=0x7dfb, seg=2/512, ttl=64 (reply in 56)
55 9.462397000 IntelCor_03:67:c4 Hewlett-_66:2c:eb LLC 122 1, N(R)=16, N(5)=0; DSAP Oxlc Group, SSAP NULL LSAP Command
56 9.463918000 192.168.0.14 192.168.0.20 ICMP 98 Echo (ping) reply 1d=0x7dfb, seg=2/512, tt1=255 (request in 54)
57 9.525751000 192.168.0.13 239.255.255.250 S5DP 378 NOTIFY ® HTTP/1.1
58 9.529436000 192.168.0.13 239.255.255.250 S5DP 387 NOTIFY ® HTTP/1.1
9 0

. 628389000 192.168.0.13 239.255.255.250 55DP NOTIFY * HTTP/1.1

:...L_ .24, i: ; ; ; 3 [RST] S

62 9.727169000 192.168.0.13 239.2 S5DP 428 NOTIFY ® HTTP/1.1
63 10.45939700(192.168.0.20 192.168.0.14 ICMP 98 echo (ping) request
64 10.46397500 IntelCor_03:67:cd Hewlett-_66:2c:eb LLC 122 1, N(R)=16, N(5)=0;
65 10.46482900(192.168,0.14 192.168.0.20 IcMP 98 Echo (ping) reply

Frame 51: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface 0
Ethernet II, src: IntelCor_03:67:c4 (60:67:20:03:67:c4), Dst: Hewlett-_66:2c:eb (64:31:50:66:2C
Internet Protocol version 4, Src: 192.168.0.20 (192.168.0.20), Dst: 192.168.0.14 (192.168.0.14)
Internet Control Message Protocol
Type: & (Echo (ping) request)
Code: 0
Checksum: 0x410c [correct]
Identifier (BE): 32251 (0x7dfb)
Identifier (LE): 64381 (0xfb7d)
Sequence number (BE): 1 (0x0001)
sequence number (LE): 256 (0x0100)
[Response frame: 537
Timestamp from icmp data: Nov 9, 2014 18:36:58.000000000 Romance Standard Time
[Timestamp from icmp data (relative): 0.738143000 seconds]
= Data (48 bytes)
Data: d5290b0000000000101112131415161718191alblcldlielf...
[Length: 48]

OEBH

0020 00 Oe 08 00 41 Oc 7d fb (NN 3a a6 5F 54 00 00 - Eo e -
0030 00 00 d5 29 Ob 00 0O OO OO OO0 10 11 12 13 14 15 oocdlooon nooopooc
0040 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25 PUES%

/012345

0050 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35

id=0x7dfb, segq=3/768, tTl1=64 (reply in 65)
DSAP Oxle Individual, SSAP NULL LSAP Command
id=0x7dfb, segq=3/768, ttl1=255 (request in 63)

:eb)

@ @ Sequence number (big endian representatio... | Packets: 116 - Displayed: 116 (100,0%) - Load time: 0:00.015

T 8o 20 « ]

Profile: Default

FIG 2 : Ping Request
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Filter: Expression... Clear Apply Save
No. Time Source Destination Protocol  Length  Info
49 8.455647000 IntelCor_03:67:c4 Broadcast ARP 42 who has 192.168.0.147 Tell 192.168.0.20
50 8.462101000 Hewlett-_66:2c:eb IntelCor_03:67:c4 ARP 60 192.168.0.14 is at 64:21:50:66:2c:eb
51 8.462132000 192.168.0.20 192.168.0.14 ICMP 98 Echo (ping) request id=0x7dfb, seg=1/256, ttl1=64 (reply in 533)
52 8.468434000 IntelCor_03:67:c4 Hewlett-_66:2c:eb LLC 122 1, N(R)=16, N(5)=0; DSAP Oxlc Indiwvidual, SSAP NULL LSAP Command
53 8.468999000 192.168.0.14 192.168.0.20 ICMP 98 Echo (ping) reply id=0x7dfb, seg=1/256, ttl=255 (regquest in 51)
Cu4 A ACTL4aTAAA 4An 4£o A aA 4nm aco A a4 —= P e 14 ALTAEL  —am A C4m e £4 feanle. e TN
® Frame 51: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface 0
® Ethernet II, src: IntelCor_03:67:c4 (60:67:20:03:67:c4), Dst: Hewlett—_66:2c:eb (64:31:50:66:2c:eb)
= Internet Protocol version 4, Src: 192.168.0.20 (192.168.0.20), Dst: 192.168.0.14 (192.168.0.14)

version: 4
Header Length: 20 bytes

@ Differentiated services Field: 0x00 (DSCP 0x00: pefault; ECN: 0x00: NoOt-ECT (Not ECN-Capable Transport))

Total Length: 84

Identification: 0x218c (8588)
@ Flags: 0x02 (Dpon't Fragment)

Fragment offset: 0

Time to Tive: 64

Protocol: IcMP (1)

@ Header checksum: 0x97aa [validation disabled]

Source: 192.168.0.20 (192.168.0.20)
Destination: 192.168.0.14 (192.168.0.14)
[source GeoIP: Unknown]
[Destination GeoIP: uUnknown]
= Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: O
Checksum: 0x410c [correct]
Identifier (BE): 32251 (Ox7dfb)

Identifier (LE): 64381 (Oxfb7d)
Sequence number (BE): 1 (Ox0001)
Sequence number (LE): 2536 (0x0100)
Response frame: 53

Timestamp from icmp data: Nov 9, 2014 18:36:58.000000000 Romance Standard Time
[Timestamp from icmp data (relative): 0.738143000 seconds]

= Data (48 bytes)

Data: d5290b0000000000101112131415161718191alblcldlelf. ..

[Length: 48]

0020 00 Oe 08 00 41 Oc LGNy 00 O1 3a a6 5t
0030 00 00 d5 29 Ob 00 00 00 00 00 10 11 12
0040 16 17 18 19 1a 1b 1c 1d 1le 1f 20 21 22
0050 26 27 28 20 2a 2b 2c 2d 2e 2f 30 31 32
0060 36 37

54 00 00
13 14 15
23 24 25
33 34 35

Fig 3 : Ping Request (2)
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Filter: | - | Expression... Clear Apply Save
No. Time Source Destination Protocol  Length  Info

I L L P — e E—— == P R T T

Frame 51: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface 0

Ethernet II, Src: IntelCor_03:67:c4 (60:67:20:03:67:c4), Dst: Hewlett-_66:2c:eb (64:31:50:66:2c:eb)

= Destination: Hewlett-_66:2c:eb (64:31:50:66:2c:eh)
Address: Hewlett-_66:2c:eb (64:31:50:66:2cC:eb)
ceee wx00 Ll el oies wv.. = LG bit: Globally unigque address (factory default)
wene 2. D Ll Lo ... o... = IG bit: Individual address (unicast)
= Source: IntelCor_03:67:c4 (60:67:20:03:67:c4)
Address: IntelCor_03:67:c4 (60:67:20:03:67:c4)
00 .. oo oii. o... = LG bit: Globally unique address (factory default)
eve 2.0 Lol Lol oL ... = IG bit: Individual address (unicast)
Type: IP (0x0800)
= Internet Protocol Version 4, Src: 192.168.0.20 (192.168.0.20), Dst: 192.168.0.14 (192.168.0.14)
version: 4
Header Length: 20 bytes
pifferentiated Services Field: Ox00 (DSCP 0x00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 84
Identification: 0x218c (8588)
Flags: 0x02 (Don't Fragment)
Fragment offset: O
Time to Tive: 64
Protocol: ICMP (1)
Header checksum: 0x97aa [validation disabled]
Source: 192.168.0.20 (192.168.0.20)
Destination: 192.168.0.14 (192.168.0.14)
[Source GeoIP: unknown]
[Destination GeoIP: unknown]
= Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: 0x410c [correct]
Identifier (BE): 32251 (Ox7dfb)
Identifier (LE): 64381 (Oxfb7d)
sequence number (BE): 1 (0x0001)
Sequence number (LE): 256 (0x0100)
Response frame: 53
Timestamp from icmp data: Nov 9, 2014 18:36:58.000000000 Romance Standard Time
[Timestamp from icmp data (relative): 0.738143000 seconds]
= Data (48 bytes)
natas AS200hANAnnnNAAnTN11121 31411 A1 7IR101 31 hlrldl a1 f

m

LI A 31 50 66 2c eb 60 67 20 03 67 c4 08 OOV
0010 00 54 21 8c 40 00 40 01 97 aa cO a8 00 14 cO a8
0020 00 Oe 08 00 41 Oc 7d fb 00 01 3a a6 5F 54 00 00
0030 00 00 d5 29 Ob 00 00 00O QO 00 10 11 12 13 14 15
0040 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25

AAEA 3£ 97 98 30 I 3k e A 9~ OF 34 3133 I3 IA4_IE

. M Ethernet (eth), 14 bytes Packets: 116 - Displayed: 116 (100,0%) - Load time: 0:00.015

TE e 20

Fig 4 : Ping Request (3)

Profile: Default
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Filter: | Izl Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
11 3.897583000 192.168.0.13 239.255.255.250 55DP 388 NOTIFY * HTTP/1.1
12 3.901527000 192.168.0.13 239, 255.255. 250 55DP 400 NOTIFY * HTTP/1.1
13 3.505417000 192.168.0.13 239, 255.255.250 55DP 402 NOTIFY * HTTP/1.1
14 3.911260000 192.168.0.13 239.255.255.250 55DP 416 NOTIFY * HTTP/1.1
15 4.093375000 192.168.0.15 192 168.0. 255 NBNS 92 Name query NB WINSERV1<20>
6 4. .168.0. o e e Standard query O0xf254 A ftp.gnu.org
17 4. 990980000 192.168.0.20 89.2.0.1 DNS 71 standard query 0xf254 A ftp.gnu.org
18 4.991118000 192.168.0.20 89.2.0.1 DNS 71 standard query 0xa685 aaaa ftp.gnu.org
19 5. 000683000 89.2.0.2 192.168.0.20 DNS B7 standard query response Oxf254 A 208.118.235.20
20 5.005088000 89.2.0.1 192.168.0.20 DNS 99 standard query response Oxa685 AAAA 2001:4830:134:3::b
| 215.005901000 192.168.0.20  208.118.235.20  TCP 74 54865-21 [SYN] Seq=0 Win=20200 Len=0 M55-=1460 SACK PERM=1 Tsval-636140867 Tsecr=0 ws=128

22 5.006000000 EB9. 192 168.0.20 DNS B? Standard query response Dxf254 A 208.118.235.20

25 5.105525000 192.168.0. 20 208.118.235.20 TCP 66 54865-21 [ACK] Seq=1 Ack=l Win=29312 Len=0 TSval=636140892 TSecr=3724476807

26 5.224642000 208.118.235.20 192.168.0.20 FTP 93 Response: 220 GNU FTP server ready.

27 5.224828000 192.168.0.20 208.118.235.20 TCP 66 54865-21 [ACK] Seg=1 Ack=28 Win=29312 Len=0 T5val=636140922 Tsecr=3724476819
28 5.565344000 92 <Ignoreds>

29 6.345945000 92 <Ignoreds>

30 7.165110000 92 <Ignoreds>

31 9.876722000 192.168.0. 20 208.118.235.20 FTP 81 Request: USER cristina

32 9. 977606000 208.118.235.20 192.168.0.20 TCP 66 2154865 [ACK] Seq=28 Ack=16 Win=5888 Len=0 T5val=3724477295 TSecr=636142085
33 9.978063000 208.118.235. 20 192.168.0.20 FTP 106 Response: 530 This FTP server is anonymous only.

34 9. 978200000 192.168.0. 20 208.118.235.20 TCP 66 54865-+21 [ACK] Seq=16 Ack=68 win=29312 Len=0 TSval=636142110 TSecr=3724477295
35 9. 978403000 192.168.0.20 208.118.235.20 FTP 72 Request: S5YST

36 10.08573100(208.118.235. 20 192.168.0.20 FTP 104 Response: 530 Please login with USER and PASs.

37 10.12255400(192.168.0. 20 208.118.235. 20 TCP 66 54865-21 [ACK] Seq=22 Ack=106 wWin=29312 Len=0 T5val=636142147 Tsecr=3724477305
38 12.441595000192.168.0.20 208.118.235.20 FTP 72 Request: QUIT

39 12.54356400(208.118.235. 20 192.168.0.20 FTP 80 Response: 221 Goodbye.

40 12.54377400(192.168.0. 20 208.118.235.20 TCP 66 54865-21 [ACK] Seq=28 Ack=120 win=29312 Len=0 TSval=636142752 TSecr=3724477551
43 12. 64808400(208.118.235.20 192.168.0.20 TCP 66 21-54865 [ACK] Seg=121 Ack=29 win=5888 Len=0 T5val=3724477562 TSecr=636142752

Frame 16: 71 bytes on wire (568 bits), 71 bytes captured (568 bits) on interface 0

Ethernet II, Src: IntelCor_03:67:c4 (60:67:20:03:67:c4), Dst: Broadcom_de:ad:05 (00:10:18:de:ad:05)
Internet Protocol Version 4, src: 192.168.0.20 (192.168.0.20), Dst: 89.2.0.2 (89.2.0.2)

user Datagram Protocol, Src Port: 1030 (1030), Dst Port: 53 (53)

Domain Name System (query)

0000 00 10 18 de ad 05 60 67 20 03 67 c4 08 00 45 00 ...... g .g...E.
0010 00 39 55 3 40 00 40 11 cb 00 cO a8 00 14 59 Q2 .

0020 00 02 04 06 00 35 00 25 Bc c¢9 T2 54 01 00 00 Q1
0030 00 00 00 00 00 00 03 66 74 70 03 67 6e 75 03 &f
0040 72 &7 00 00 01 00 01

@ g File: " C\User;\monete\DownIoads\ftp pcap.. | Packets: ?_1.0 Displayed: 210 (100,0%) - Ignored: 3 (1,4%) - Load time: 0:00.015 Profile: Default

Fig. 5 : FTP capture
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Filter: | |Z| Expression... Clear Apply Save
MNao. Time Source Destination Protocol  Length  Info -

46 13.98727000(192.168.0. 20 208.118.235.20 TCP 66 54866-21 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=636143113 TSecr=3724477695
47 14.107701000208.118.235.20 192.168.0.20 FTP 93 Response: 220 GNU FTP server ready.
48 14.10787700(192.168.0. 20 208.118.235.20 TCP 66 54866-21 [ACK] Seq=1 Ack=28 win=29312 Len=0 T5val=636143143 TSecr=3724477707
49 16.27114800(192.168. 0. 20 208.118.235.20 FTP 82 Request: USER anonymous
50 16.37597900(208.118.235. 20 192.168.0.20 TCP 66 21-+54866 [ACK] Seq=28 Ack=17 wWin=5888 Len=0 T5val=3724477934 TSecr=636143684
51 16.37950000(208.118. 235. 20 192.168.0.20 FTP 138 Response: 230-Due to U.S. Export Regulations, all cryptographic software on this
52 16.37963300(192.168.0. 20 208.118.235.20 TCP 66 54866-21 [ACK] Seq=17 Ack=100 Win=29312 Len=0 TSval=636143711 TSecr=3724477935
53 16. 380290001208.118. 235. 20 192.168.0.20 FTP 118 Response: 230-site is subject to the following legal notice:
54 16.38033800(208.118.235.20 192.168.0.20 FTP 72 Response: 230-
55 16. 38040300(192.168.0. 20 208.118.235.20 TCP 66 54866-21 [ACK] Seq=17 Ack=152 Win=29312 Len=0 TSval=636143711 TSecr=3724477935
56 16.38049100(192.168.0. 20 208.118.235.20 TCP 66 54866-21 [ACK] Seq=17 Ack=158 Win=29312 Len=0 TSval=636143711 TSecr=3724477935
57 16.48190800(208.118.235.20 192.168.0.20 FTP 599 Response: 230- This site includes publicly available encryption source code
58 16.482022000192.168.0. 20 208.118.235.20 TCP 66 54866-21 [ACK] Seg=17 Ack=691 Win=30336 Len=0 T5val=636143736 TSecr=3724477945
59 16.482450000192.168.0. 20 208.118.235.20 FTP 72 Request: S5YST
60 16. 58814600(208.118.235.20 192.168.0.20 FTP 85 Response: 215 UNIX Type: L8
61 16.62655800(192.168.0. 20 208.118.235.20 TCP 66 54866-21 [ACK] Seg=23 Ack=710 wWin=30336 Len=0 T5val=636143773 TSecr=3724477956
62 17.91895700(192.168.0.1 239.255.255.250 SSDP 384 NOTIFY * HTTP/1.1
63 17.922204000192.168.0.1 239.255.255.250 SSDP 329 NOTIFY * HTTP/1.1
64 17.925424000192.168.0.1 239.255.255.250 SSDP 320 NOTIFY * HTTP/1.1
65 17.92930400(192.168.0.1 239.255.255.250 55DP 394 NOTIFY * HTTP/1.1
66 18.22371700(192.168.0. 20 208.118.235.20 FTP 92 RequesT: PORT 192,168,0,20,155,62
67 18.32862900(208.118.235. 20 192.168.0.20 FTP 117 Response: 200 PORT command successful. consider using Pasv.
68 18.32874000(192.168.0.20 208.118.235.20 TCP 66 54866-21 [ACK] Seq=49 Ack=761 Win=30336 Len=0 Ts5val=636144198 TSecr=3724478130
69 18.32892600(192.168.0. 20 208.118.235. 20 FTP 72 Request: LIST
72 18.46766800(208.118.235. 20 192.168.0.20 TCP 66 2154866 [ACK] Seq=761 Ack=55 Win=5888 Len=0 TSval=3724478144 TSecr=636144198
73 18.53768300(208.118.235.20 192.168.0.20 TCP 66 2039742 [ACK] Seg=1 Ack=1 wWin=5888 Len=0 TSval=3724478151 TSecr=636144225
74 18.53818500(208.118.235. 20 192.168.0.20 FTP 105 Response: 150 Here comes the directory listing.
75 18.53948800(208.118.235.20 192.168.0.20 FTP-DAT: 1330 FTP Data: 1264 bytes

53965000(192.168. 0. 20 208.118.235.20 TCP 66 39742-20 [ACK] Seg=1 Ack=1265 Win=31488 Len=0 T5val=636144251 TSecr=3724478151

76 18.

. 539945001 208.

66 2039742

[FIN, ACK] 5eq=1265 Ack=1 Win=5888 Len=0 TSval=3724478151 TSecr=636144225

Frame 77:
Ethernet
Internet

66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0
II, src: Broadcom_de:ad:05 (00:10:18:de:ad:05), Dst:

IntelCor_03:67:c4 (60:67:20:03:67:c4)

protocol version 4, Src: 208.118.235.20 (208.118.235.20), Dst: 192.168.0.20 (192.168.0.20)

n

0000 60 67 20 03 67 c4 00 10 18 de ad 05 08 00 45 08
0010 00 34 cd ae 40 00 2b 06 05 c6 d0 76 eb 14 c0 a8
0020 00 14 00 14 9b 3e e7 7b d0 08 1le 16 35 a4 80 11
0030 00 2e 7e a2 00 00 01 01 08 Oa dd ff 06 c7 25 ea
0040 ca 61
Packets: 210 - Displayed: Profile: Default

File: "C:\Users\monete\Downloads\ftp.pcap...

B &0 =

210 (100,0%) - Ignored: 3 (1,4%) - Load time: 0:00.015
= ==

= -
N . i ™

Fig. 6 : FTP capture (2)
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Fille|:| Izl Expression... Clear Apply Save
No. Time Source Destination Protocol  Length  Info -
DY LB, 3LBYLDUNLYL, LOB. U, £ZU ZUB.LLB. £33. 20U FIF £ RequesT. L1b]
.~ 7018.4362840001208.118.235.20 192.168.0.20 TGP 74 20-30742 [SYN] Seq=0 Win=5840 Len=0 MS5-1460 SACK_PERM-L TSval=3724478140 TSecr=0 ws=128
| 711B.436395001192.168.0.20  208.118.235.20  TCP 74 39742-20 [SYN, ACK] Seq-0 Ack-l Win-28960 Len-0 MS5-1450 SACK PERM-1 TSval-636144225 TSecr—3724478140 ws-128
72 1B8.46766800(208.118.235. 20 192.168.0.20 TCP 66 21-+54866 [ACK] Seq=761 Ack=55 wWin=5888 Len=0 TSval=3724478144 TSecr=636144198 =
73 18.53768300(208.118.235.20 192.168.0.20 TCP 66 20-39742 [ACK] Seq=1 Ack=1 win=5888 Len=0 Tsval=3724478151 TSecr=636144225
74 18.53818500(208.1 . . . 105 Response ere comes the directory listing.
75 1B.53948800(208.118.235.20 192.168.0.20 FTP-DAT: 1330 FTP Data: 1264 bytes
76 18.539650000192.168.0. 20 208.118.235.20 TCP 66 39742-20 [ACK] Seq=1 Ack=1265 Win=31488 Len=0 T5val=636144251 TSecr=3724478151
.~ 771B.53994500(208.118.235.20 192.168.0.20 TGP 66 20-30742 [FIN, ACK] Seq=1265 Ack=1 Win=5888 Len=0 Tsval=3724478151 Tsecr=636144225
—
79 18.57455100(192.168.0. 20 208.118.235.20 TCP 66 54866-21 [ACK] Seq=55 Ack=800 Win=30336 Len=0 T5val=636144260 T5ecr=3724478151

Frame 74: 105 bytes on wire (840 bits), 105 bytes captured (840 bits) on interface 0
Ethernet II, Src: Broadcom_de:ad:05 (00:10:18:de:ad:05), Dst: IntelCor_03:67:c4 (60:67:20:03:67:c4)
Internet Protocol version 4, src: 208.118.235.20 (208.118.235.20), Dst: 192.168.0.20 (192.168.0.20)
= Transmission Control Protocol, 5rc Port: 21 (21), Dst Port: 54866 (54866), Seq: 761, Ack: 55, Len: 39
source Port: 21 (21)
Destination pPort: 54866 (54866)
[stream index: 2]
[TcP segment Len: 39]

Sequence number: 761 (relative sequence number)
[Next sequence number: 800 (relative sequence number)]
acknowledgment number: 55 (relative ack number)
Header Length: 32 bytes

.... 0000 0001 1000 = Flags: 0xO01& (PSH, ACK)

window size value: 46
[calculated window size: 5888]
[window size scaling factor: 128]
Checksum: 0x4al8 [validation disabled]
urgent pointer: 0
options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
[sEq/AcK analysis]
[iRTT: 0.104489000 seconds]
[Bytes in flight: 39]
= File Transfer protocol (FTP)
= 150 Here comes the directory listing.‘r\n
Response code: File status okay; about to open data connection (150)
Response arg: Here comes the directory Tisting.

]

o®E

< [ ([} 3

0000 &0 &7 20 03 67 c4 00 10 00 45 00 ‘g .g.. -

0010 00 5b 27 B0 40 00 2b 06 14 c0O a8 .?'.@.+.

0020 OO0 14 00 15 dé 52 82 b4 60 80 18  ..... R.. E

0030 00 2e 4a 18 00 00 01 01 c7 25 ea [

0040 ca 46 31 35 30 20 48 65 6d 65 73 F150 He re l:ornes i
a0 TO_IN E- rha Adir Arraee 1

+ Displayed: 210 (100,0%) .Ignored: 3 (1,4%) - Load time: 0:00.015 Profile: Default

Fig. 7 : Paquet 74 en détail
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©® B Aa+s*»oT2 (B Qe #BB % B
Fille|:| Izl Expression.. Clear Apply Save
MNo. Time Source Destination Protocol  Length  Info
73 18.53768300(208.118. 235. 20 192.168.0.20 TCP 66 20-39742 [ACK] Seg=1 Ack=1 Win=5888 Len=0 TSval=3724478151 TSecr=636144225

Ethernet
Internet

Frame s>:

1330 pytes on wire (10040 D1Ts), 1330 bDytes captured (10640 b1ts) on intertace O
II, src: Broadcom_de:ad:05 (00:10:18:de:ad:05), Dst: IntelCor_03:67:c4 (60:67:20:03:67:c4)
Protocol version 4, src: 208.118.235.20 (208.118.235.20), DsT: 192.168.0.20 (192.168.0.20)

= Transmission Control Protocol, Src Port: 20 (20), Dst Port: 39742 (39742), seq: 1, Ack: 1, Len: 1264
source Port: 20 (20)
Destination Port: 39742 (39742)
[stream index: 3]
[TCP Segment Len: 1264]
Sequence number: 1 (relative sequence number)
[Next sequence number: 1265 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
Header Length: 32 bytes
.... 00DO 0001 1000 = Flags: OXO1l8 (PSH, ACK)
window size value: 46
[Calculated window size: 5888]
[window size scaling factor: 128]
Checksum: 0x310b [validation disabled]
urgent pointer: 0O
options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
[sEqQ/ACK analysis]

oct 23

4 LU}

SING-FIL
r——r--
4]
4178 A
003 MIss I

Fig. 8 : Paquet 75 en détail

Profile: Default

»

m

m
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CC) B aesaTaIEE QaaaB @®D% % B
Filter: ‘ Izl Expression.. Clear Apply Save
MNo. Time Source Destination Protocol  Length  Info -
73 18.53768300(208.118. 235.20 192.168.0.20 TCP 66 20-39742 [ACK] Seg=1 ack=1 win=53888 Len=0 T5val=3724478151 Tsecr=636144225
74 18.53818500(208.118. 235. 20 192.168.0.20 FTP 105 Response: 150 Here comes the directory listing.
75 18.53948800(208.118. 235.20 1%2.168.0.20 FTP-DAT; 1330 FTP Data: 1264 bytes
76 18.53965000(192.168.0. 20 208.118.235.20 TCP 66 39742-20 [ACK] Seq=1 Ack=1265 wWin=31488 Len=0 T5val=636144251 TSecr=3724478151
. 77 18.53994500(208.118.235.20 192.168.0.20 TCP 66 20-39742 [FIN, ACK] Seq=1265 Ack=l Win=5888 Len=0 TSval=3724478151 Tsecr=63gl44225
79 18.574551000192.168.0. 20 208.118.235.20 TCP 66 54866-21 [ACK] Seg=55 Ack=800 Win=30336 Len=0 TSval=636144260 TSecr=3724478151
80 18.645966000208.118. 235.20 192.168.0.20 TCP 66 20-39742 [ACK] 5eq=1266 Ack=2 Win=388B Len=0 T5val=3724478161 TSecr=636144251
81 18.64659900(208.118.235.20 192.168.0.20 FTP 90 Response: 226 Directory send OK.
82 18.646727000192.168.0. 20 208.118.235.20 TCP 66 54866-21 [ACK] Seg=55 Ack=824 wWin=30326 Len=0 TSval=636144278 TSecr=3724478161
83 19.96701500(192.168.0.13 239.255.255.250 SSDP 378 NOTIFY * HTTP/1.1
84 20.171647000192.168.0.13 239.255.255.250 55DP 387 NOTIFY * HTTP/1.1
85 20.175508000192.168.0.13 239.255.255.250 55DP 418 NOTIFY * HTTP/1.1 o

Ethernet II, src: IntelCor_03:67:c4 (60:67:20:03:67:c4), Dst: Broadcom_de:ad:05 (00:10:18:de:ad:05)
Internet Protocol Version 4, Src: 192.168.0.20 (192.168.0.20), Dst: 208.118.235.20 (208.118.235.20)
Transmission Control Protocol, Src Port: 39742 (39742), Dst Port: 20 (20), Seq: 1, ack: 1265, Len: O
Source Port: 39742 (39742)
Destination Port: 20 (20)
[stream index: 3]
[TCP sSegment Len: 0]
Sequence number: 1 (relative sequence number)
Acknowledgment number: 12865 (relative ack number)
Header Length: 32 bytes
.... 0000 0001 0000 = Flags: Ox010 (ACK)
window size value: 2486
[calculated window size: 31488]
[window size scaling factor: 128]
Checksum: 0x7dcl [validation disabled]
urgent pointer: 0O
options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
[sEQ/ACK analysis]

[This 15 an ACK to the segment in frame: 75

o &

o

[The RTT to ACK the segment was: 0.000162000 seconds]
[iRTT: 0.101399000 seconds]

L[} 3

. @ Frame (frame] 66 bytes Packets: 210 - Displayed: 210 (100,0%) -Ignored: 3 (1,4%) - Load time: 0:00.015 Profile: Default

Fig.9 : Paquet 76 en détail
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X2 ae*»9FLIEEQaQN @0DB % E

Bﬁplmion... Clear Apply Save

No. Time Source Destination Protocol  Length  Info -
181 46.86395000(192.168.0.20 208.118.235.20 FTP 92 Request: PORT 192,168,0,20,193,78
182 46.97107300(208.118.235.20 192.168.0.20 FTP 117 Response: 200 PORT command successful. Consider using PASV.
183 46.97145400(192.168.0.20 208.118.235.20 FTP 79 Request: RETR README
186 47.170442000208.118.235.20 192.168.0.20 TCP 66 2154866 [ACK] 5eq=1208 Ack=185 win=5888 Len=0 Tsval=3724481008 Tsecr=636151359
187 47.17841800(208.118.235.20 192.168.0.20 TCP 66 20-49486 [ACK] Seq=1 Ack=1 Win=5888 Len=0 TsSval=3724481015 TSecr=636151385
188 47.17976400(208.118.235.20 192 3.0.20 FTP-DAT: 1514 FTP Data: 1448 bytes
189 47.17986200(192.168.0.20 208.118.235.20 TCP 66 49486-20 [ACK] Seg=1 Ack=1449 win=31872 Len=0 TSval=636151411 TSecr=3724481015
190 47.18172100(208.118.235.20 192.168.0.20 FTP-DAT: 580 FTP Data: 514 bytes
191 47.181822000192.168.0. 20 208.118.235.20 TCP 66 49486-20 [ACK] Seg=1 Ack=1963 win=34816 Len=0 TSval=636151411 TSecr=3724481015 =
193 47.18195300(208.118.235. 20 192.168.0.20 FTP 132 Response: 150 Opening BINARY mode data connection for README (1962 bytes). -

Frame 188: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 0
Ethernet II, src: Broadcom_de:ad:05 (00:10:18:de:ad:05), Dst: IntelCor_03:67:c4 (60:67:20:03:67:c4)
Internet Protocol version 4, src: 208.118.235.20 (208.118.235.20), Dst: 192.168.0.20 (192.168.0.20)
B Transmission Control Protocol, Src Port: 20 (20), Dst Port: 49486 (49486), Seqg: 1, Ack: 1, Len: 1448
source Port: 20 (20)
pestination Port: 49486 (49486)
[Sstream index: 8]
[TCP Segment Len: 1448]
sequence number: 1 (relative sequence number)
[Next sequence number: 1449 (relative sequence number)]
acknowledgment number: 1 (relative ack number)
Header Length: 32 bytes
.... 0000 0001 0000 = Flags: Ox010 (ACK)
window size value: 46
[calculated window size: 5888]
[window size scaling factor: 128]
Checksum: Oxafaa [validation disabled]
Urgent pointer: 0
options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
[sEq/ack analysis]
[irRTT: 0.102574000 seconds]
[Bytes in flight: 1448]
FTP Data (This is ftp.gnu.org, the FTP server of the the GNU project.‘n\nComments, suggestions, problems and complaints should be reported via\nemail to <gnu@gnu.org=.'\n\ngnu/\t\tContains GNU progr
] 3

o ®

4 ]

0000 60 67 20 03 67 c4 00 10 18 de ad 05 08 00 45 0B "Qg .Q... ...... E. -
0010 05 dc 1b 9a 40 00 2b 06 b2 32 dO 76 eb 14 cO a8 P e (=]
0020 ds 8010 ..... N.. U..Y...
0030 f7 25 ea ..o ol .
0040 2e 67 6Ge .¥This i s ftp.gn
0050 50 20 73 u.org, t he FTP s

74 68 65 erver of the the
- Displayed: 210 (100,0%) - Ignored: 3 (1,4%) - Load time: 0:00.015

Profile: Default

= ¢ 19:01
08 q011/2014

Fig. 10 : Capture Paquets sur FTP
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© ® Bz aesnFeEFQaaln BB % O

Filter: | Izl Expression... Clear Apply Save

Mo, Time Source Destination Protocol  Length  Info -
189 47.17986200(192.168.0. 20 208.118.235.20 TCP 66 49486-20 [ACK] Seg=1 Ack=1449 wWin=31872 Len=0 TSval=636151411 TSecr=3724481015
190 47.18172100(208.118.235.20 192.168.0.20 FTP-DAT: 580 FTP Data: 514 bytes
191 47.18182200(192.168.0. 20 208.118.235.20 TCP 66 49486-20 [ACK] Seg=1 Ack=1963 Win=34816 Len=0 TSval=636151411 TSecr=3724481015

195 47.218629000192.168.0. 20 208.118.235. 20 TCP 66 54866-21 [ACK] se 85 Ack=1274 win=30336 Len=0 TSval=636151421 TSecr=3724481015
196 47.28883800(208.118.235.20 192.168.0. 20 TCP 66 20-49486 [ACK] Seq=1964 Ack=2 Win=5888 Len=0 TSval=3724481026 TSecr=636151412 =~
197 47.29158100¢208.118.235. 20 192.168.0. 20 FTP 90 response: 226 Transfer complete. -

Frame 193: 132 bytes on wire (1056 bits), 132 bytes captured (1056 bits) on interface 0
Ethernet II, Src: Broadcom_de:ad:05 (00:10:18:de:ad:05), Dst: IntelCor_03:67:c4 (60:67:20:03:67:c4)
Internet Protocol version 4, Src: 208.118.235.20 (208.118.235.20), Dst: 192.168.0.20 (192.168.0.20)
Transmission Control Protocol, Src Port: 21 (21), Dst Port: 54866 (54866), Seq: 1208, Ack: 185, Len: 66
Source Port: 21 (21)
Destination Port: 54866 (54866)
[stream index: 2]
[TCP Segment Len: 66]
Sequence number: 1208 (relative sequence number)
[Next sequence number: 1274 (relative sequence number)]
Acknowledgment number: 185 (relative ack number)
Header Length: 32 bytes
.... 0000 0001 1000 — Flags: OxOL& (PSH, ACK)
wWindow size value: 46
[calculated window size: 5888]
[window size scaling factor: 128]
Checksum: Oxeea3 [validation disabled]
urgent pointer: O
options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
= [SEQ/ACK analysis]
[1RTT: 0.104489000 seconds]
[Bytes in flight: 66]
= File Transfer Protocol (FTP)
= 150 opening BINARY mode data connection for README (1962 bytes).\r\\n
response code: File status okay; about to open data connection (150)
Response arg: Opening BINARY mode data connection for README (1962 bytes).

ODEEH

(LI} 13

Packets: 210 -

E2'0 =

Profile: Default

Fig. 11 : Paquet 194 en détail.



