RFID Distance-Bounding:
What is Wrong and How to Fix it

Abstract. Radio Frequency Identification (RFID), the technology
for contactless transmission of data between small devices and read-
ers, penetrates more and more our daily life. The technology is
nowadays used in passports, transponder keys, or logistics, usually
as a mean to identify the tag to the reader. Security solutions for
such devices are often vulnerable to so-called man-in-the-middle
(MITM) attacks where an adversary tries to impersonate as the de-
vice by communicating with the actual RFID tag while talking to
the reader, relaying the tag’s data to the reader. Such attacks have
been reported in practice, e.g., for the HB protocol, for smartcards,
and even for Passive Keyless Entry and Start (PKES) systems in
cars [14]. Distance-bounding protocols aim at impeding such at-
tacks by measuring response times: MITM attacks are supposed to
take larger response times than executions with the actual tag. So
far, many proposed protocols have later been broken, which we at-
tribute to a lack of profound models and formal security claims.
In this work we thus give an overview of distance-bounding RFID
modeling and design issues. More concretely, we compare the two
prominent models in [2,13], assessing how far the definitions capture
the intuition behind them. Finally, we describe how to achieve dis-
tance bounding security, giving an overview of the techniques most
often used in practice.

1 Introduction

Man-in-the-middle attacks (MITM) are powerful strategies against authen-
tication and identification schemes. Authentication protocols are run be-
tween a prover and a verifier, where the prover attempts to prove its legiti-
macy to the verifier. Security is achieved if an illegitimate prover (or adver-
sary) is unable to impersonate a legitimate one. However, as [10] observed,
all authentication protocols are vulnerable to man-in-the-middle attacks
where the adversary that simply relays transmissions between an honest
prover and an honest verifier. This adversary always succeeds in imperson-
ation attempts; pure relaying of messages is called mafia fraud following
[10]. Mafia fraud is particularly relevant for environments with no certifi-
cates or trusted third parties, such as, e.g., Radio Frequency Identification
(RFID) as defined in [18,8,11,17,14].

Though resource constrained, RFID tags are cost-efficient, widely used
in logistics, public transport, club membership cards, and even personal



identification. They are also more vulnerable to attacks, however, as shown
by [14], who mounted two separate attacks on the Passive Keyless Entry
and Start (PKES) systems in cars; both attacks are based on inexpensive
relaying of messages to and from honest provers. In fact, these attacks form
only the tip of a very large iceberg: we mention, amongst other implemen-
tations, the attacks on the HB protocol: [22,16,12,5,31,27]. For an overview
of RFID security see [23].

As a potential remedy against MITM attacks (especially mafia fraud),
[4] introduced distance-bounding protocols. The crucial idea is that pure
relaying produces a processing delay inside the MITM adversary, which can
be detected by measuring the prover’s response time to a verifier’s challenge
on the clock. If the measured time exceeds a predetermined threshold, then
the verifier suspects a MITM attack and rejects the authentication attempt.

Distance-bounding protocols as introduced by Brands and Chaum are a
succession of fast (time-critical) rounds, using the clock, and a slow (lazy)
phase without the clock. Some recent constructions, such as the Swiss-
knife protocol [26], have two lazy phases, one before, and one after the
time-critical phases. Since its introduction, distance bounding, especially
for RFID, has incited numerous publications, e.g., [1,2,?] [3,4,6]; [36,7,8];
[10,11,13,17,18]; [20,25,33,34,35], also identifying different attack types and
desirable security properties in this context.

The classical security of RFID distance-bounding protocols consists of
four properties, resp. attacks: (1) mafia fraud, where MITM adversaries
must authenticate to the verifier in the presence of an honest prover (how-
ever, pure relaying strategies are prevented by the use of the clock); (2)
terrorist fraud, where provers help the adversary offline (but do not forward
critical data e.g. the secret key); (3) distance fraud, where provers claim to
be closer than they actually are; and (4) impersonation resistance, where the
adversary attempts to impersonate the prover in the lazy rounds, without
relaying.

Attacks (1)—(3) above are described by the following example in [13].
Let Alice hold the unique key (an RFID transponder) to a gym locker (with
an RFID reader). One evening, Alice is not at the gym, but at a party. For
mafia fraud, the MITM consists of two parties: Bob and Bobette. Bob is at
the gym, by the locker; Bobette is at the party with Alice. Now Bob and
Bobette relay messages between the locker and Alice’s tag, trying to open
the locker for Bob (without Alice’s consent). If, however, Alice and Bob are
friends, she may allow Bob to use her locker that evening. This is terrorist
fraud: Alice helps Bob authenticate, but wants to ensure that Bob cannot
authenticate without her help, this or any other time. Bobette is not needed
here, as Alice volunteers information herself. Finally, if Alice parked her car
in a bad spot, she might want to “prove” that she was at the gym instead



(she has a unique key token, thus if the locker is opened, she must have
been there). Alice’s goal now is to pretend she is closer to the reader than
she actually is. This is distance fraud.

A timeline of distance-bounding developments. There are two gen-
eral aspects related to distance bounding: protocol development and formal
modelling. After the initial, informal definition of mafia fraud by [10], there
followed the constructions by [4], which laid the groundwork of distance-
bounding protocol design. As a side-branch, we mention the HB authenti-
cation (not distance-bounding protocol) published by [22]. This lightweight
authentication protocol can be used in resource-constrained devices, and it
fuelled research into RFID authentication. [20] next published a distance-
bounding protocol which claimed to achieve mafia and distance fraud resis-
tant. However, without a formal model, both properties are proved accord-
ing to an informal understanding of mafia and distance fraud, by using a
metric called the false acceptance rate (FAR). This metric indicates the rate
at which an adversary is accepted by the verifier as legitimate and within
distance. The same metric is used in subsequent protocols by [6], [33], [3],
[25], and by [26].

Initially, no distance-bounding protocol had offline authentication as in
property (4) above; this idea was introduced by [3]. Also, terrorist fraud re-
sistance appears in much fewer constructions than mafia and distance fraud
resistance; this rare property is achieved in e.g.[6,33,26] by relating imper-
sonation attempts, such that the tag’s offline help also leaks (information
about) a long-term secret key. Thus, the dishonest tag that provides offline
assistance to the adversary cannot control the adversary’s access, contrary
to terrorist fraud requirements. Terrorist fraud resistance is also proved by
using the FAR and an informal description of the notion. Using such no-
tions, Reid et al. claim that terrorist fraud resistance implies distance fraud
resistance.

Despite extensive research in distance-bounding protocols, however, al-
legedly secure protocols are still proved vulnerable to attacks. Indeed, in
2011, [1] showed attacks against the Hitomi and NUS protocols. It is a
matter of some concern that such attacks are still possible, even when con-
structions are proved secure by using the FAR.

The first formal model defining the four threats above is due to [2], and it
aims to enforce a formal treatment of distance-bounding threats and ensure
provable security and uniform proofs. The framework introduces both a
black- and a white-box model for the four attacks, depending on whether the
prover may access the algorithm’s implementation or not. Amongst other
results, Avoine et al. prove that terrorist fraud resistance implies distance
fraud resistance in both the black and the white box model. However, the



recent model of [13], also formalizing the four properties, proves that they
are independent.

We stress that the two results do not contradict each other as the frame-
works are different. The apparent contradiction stems from the assumptions
of the two frameworks. Notably, Avoine et al. specifically aim to provide a
generic model, including only the more popular and best known adversary
strategies, and providing minimum requirements from distance-bounding
protocols. By contrast, Diirholz et al. show a much more formal treatment,
and the security notions are defined exactly, quantifying the adversary’s
interactions with the RFID system (by eavesdropping on sessions between
the reader and the tag, or by interacting with either of the two). The for-
malization of terrorist fraud resistance in [13] is in particular stronger than
that informally used in distance-bounding protocols.

Thus, the different results proved by the parallel frameworks of [2] and
[13] reflect the approaches they take to defining mafia, terrorist, and dis-
tance fraud. However, it is crucial for distance-bounding protocol design to
understand the limitations of the respective security frameworks and com-
pare the provable security properties of different schemes.

In fact, many distance-bounding protocols aim to resist one (or more) of
the above threats, e.g. the mafia and distant fraud resistant constructions
by [4,20,3,25], and the terrorist fraud resistant constructions of [33,26,6]. We
also note that mafia fraud has been implemented in many flavours in the
literature — [11,14,15,21,18,19,24,28,30]; of particular importance to RFID
authentication are the implementations against RFID systems and the ISO
14443 standard [14,15,21,18,19,30].

Contributions. In this work we survey recent achievements in RFID distance-
bounding. In particular, we show how the notions are formalized in the two
recent models by [2] and [13], comparing how far they capture intuition.
Noting that Avoine et al. have considered both a black and a white box se-
curity model, we also describe the differences between the two models and
how the work of [13] fits into this division. We also discuss how to achieve
the notions in general.

2 Preliminaries

The general scenario in distance-bounding usually considers a single prover
(e.g. an RFID tag) and a single verifier (e.g. an RFID reader) — as in authen-
tication protocols. Recently [9] also considered scenarios with two provers,
one honest and one dishonest; here, however, we focus on classical distance-
bounding scenarios, with one reader and one tag, sharing a secret key sk
generated by a key generation algorithm Kg. Following the idea of [4], the



reader is equipped with a clock that can measure the time-of-flight be-
tween the sending-time of the reader’s challenge and the receiving-time of
the response. Most distance-bounding protocols are round based, where the
rounds are fast (time-critical) if the verifier clocks the roundtrip time, or
slow (lazy) if the clock is not used; still, a round-based description is not
comprehensive, as some distance-bounding protocols, e.g. the one in [32],
are not round based.

[2] define distance-bounding as authentication plus distance checking.
Authentication as in [29] is a process by which the verifier is assured of both
the identity of the prover and of the fact that the prover has participated
in the process. This definition thus excludes replay attempts (when the
prover does not actively participate). We note that this definition is not
sufficient to describe distance bounding, as mafia fraud is a man-in-the-
middle attack where the adversary relays information between a legitimate
prover and a legitimate verifier and can thus authenticate (i.e. the prover
does that active part in the authentication, although it is not aware of it).
Distance checking is defined in [2] as a process by which the verifier may
compute a function of the distance between itself and the prover at the end
of the protocol. Thus, distance-bounding protocols are run between a single
prover and a single verifier and at the end the verifier: (i) is convinced of the
prover’s identity; (ii) is convinced that the prover actively participated in
the protocol; and (iii) can compute the upper-bound of the distance between
itself and the prover. The security notions for distance-bounding protocols
are called correctness (i.e. when no attack occurs, the verifier accepts if the
legitimate prover is within an agreed-upon distance) and soundness (i.e.
the verifier rejects both a legitimate prover that is out of range and an
illegitimate prover, whether it is within or out of range).

[13] more formally define identification schemes for a set of timing pa-
rameters as protocols run between a reader R and a tag 7 with the aid of
a key generation algorithm Kg, such that: (i) the three algorithms are effi-
cient; (ii) the key generation generates a secret key (stored by reader and
tag as described above); (iii) running the reader and tag interaction yields
an accept/reject bit depending on the timing parameters. [13] also requires
completeness, i.e. if the key is honestly generated and the tag is within
range defined by the parameters, the reader should accept the tag. The
main parameters considered by [13] are the number of time-critical rounds
N., and the maximal allowed roundtrip time #yax.
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